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Abstract: The utilization of deepfake technology encompasses the entire continuum of
research and development (R&D), implementation, and propagation of generated content. Any
misconduct throughout this continuum has the potential to infringe upon legally protected
interests of individuals and collectives alike. The regulation of deepfake technology through
criminal law is confronted with three principal challenges. On a macroscopic scale, there
exists a dynamic tension between the freedom of technology and the control of criminal
risks. Adherence to either a liberal or a security-centric criminal law paradigm may result
in governance becoming rigid. On a mesoscopic level, a governance deficiency emerges
due to an overemphasis on downstream activities, which is to the detriment of upstream
and midstream phases. Traditional punitive mechanisms, which are reactive in nature, find
it challenging to effectively address the multifaceted criminal risks presented by deepfake
technology. On a microscopic level, the lack of specific offenses, the indistinct attribution of
responsibility, and the rigid sentencing practices further exacerbate the structural disparity
between criminal law principles and the nuances of technology. In response, a holistic legal
regulatory framework should be implemented, which includes: meticulous governance during
the R&D and information acquisition phases; independent assessment and differentiated
management of usage behaviors during the implementation phase; and improved consequence
management coupled with offense-specific optimization during the application and
propagation phases.
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