o o ®
o ( ) ( science lag)
“ ”» 2/ “
v@ . << >> : “
( Filiatio non potest probari) ,” @ DNA
“
”@
4 [3
* . 2017 “
”( 1 17ZDA131) N “ ” .
) K« — )y« )2013 1.
® Jennifer E. Laurin Criminal Law’ s Science Lag: How Criminal Justice Meet Changed Scientific Understanding 93 Texas Law
Review 1753 —1754 (2015) .
) L K ) 2014 136 &
@ I G p——— y 2008 74 .
& William Jeremy Robison Free at What Cost? Cloud Computing Privacy under the Stored Communications Act 98 Georgetown

Law Journal 1197 (2010) .

202



’ !y(@
o

N
113 _ »”
43 b4 13 »
N o {
()X € ()N “
()
N ”@
®
1 ( )
“@ ”
® S Y« y2015 12 17 2
@ ¢ ) 2008 9.52.66
® 4 : N bs . 2010 354

203



2019 6

( cybercrime) ( computer crime)
( computer — related crime) o
. 1984 Sun Microsystems
John Gage “ ( The Network is the Computer) ” @,

[43 ” 113 ”

o ( (2001) )( Convention on Cybercrime) (
<< >>) : 114

"0 ,
2006 ¢« ) ¢ D o
@
( the object of a crime)
o o ( the
subject of a crime) o
o ( a criminal instrumentality)
o N N

© David D. Thornburg The Network is the Computer: The Changing Direction of Classroom Computing 2009 at http: //www.
tese — k12. org/pages/network. pdf ( Last visited on October 1 2016) .

@ Amalie M. Weber The Council of Europe’ s Convention on Cybercrime 18 Berkeley Technology Law Journal 431 (2003) .

@ See 18 U.S.C.A. § §1030 1362 2252B 875(b) 1951 1028 1028A 1343 19564957 1343 1029 22512252
2423 14654466A 875 793 2511 2701 1037; 15 U.S.C. § §52 6821 1644.

@ See Catherine Pelker et al.  Computer Crime 52 American Criminal Law Review 795 (2015) .

@ See Eric J. Bakewell et al. Computer Crime 38 American Criminal Law Review 485486 (2001) ; Michael W. Carroll &
Robert Schrader Computer-Related Crimes 32 American Criminal Law Review 185486 ( 1995) .

204



- € )

«
”»
( 2017 5
WannaCry) “ 7 .
(1)
o (2) .
o (3) ( ) 287
( )
(1) .
N - (2) .
- (3)
o ¢ D
()
13 + »” “«
AT «
»@® « »[®
“ ’)(1’7)
@ - K b . 2012 308
® Michael Edmund O’ Neill Old Crimes in New Bottles: Sanctioning Cybercrime 9 George Mason Law Review 249 ( 2000) .
® O )y« )2011 5
@ S b ) 2016 307

205



2019 6

113

( sui generis)

( old wine in new bottles) " B?

O
@
( )
( technology neutral) 2
: @
(1)
A) AY A Q@ ( 2)

@

Lenese C. Herbert Cybercrimes and Hacking Issues SK102 ALI-ABA Course of Study 141 (2005) .
See David R. Johnson & David Post Law and Borders: The Rise of Law in Cyberspace 48 Stanford Law Review 1368 1370
1378 1379 (1996) .

K« )« »2010 3
See Neal Kumar Katyal Criminal Law in Cyberspace 149 University of Pennsylvania Law Review 1004-1005 ( 2001) ;
Michael Edmund O’ Neil supra note 15 237-238.

K )y« 2014 4 ¢

)y« »016 2 .

See Susan W. Brenner Cybercrime Metrics: Old Wine New Bottles? 9 Virginia Journal of Law & Technology 13542
(2004) .

206



@ K )

@ Harvey A. Silverglate & Philip G. Cormier
Journal 13 (11997) .

@ Michael Edmund O’ Neill supra note 15 25

Old Wine in New Bottles: Cyberspace and the Criminal Law

6-257.

J7@

”@

( » 91 (2014

) o
41 Boston Bar

207



2019 6

{ » 6
) [ » R
{ y 2
@ ¢ p)
@
2012 11 5 4 (
N . 4
o . 4
406407

and Cyberspace

17 Journal of Internet Law 1748 (2013); Darrel C. Menthe

» (13 »
o 1:
@ 2
@
2013 24,
) y 2 2 2010 8 31
Yy 4
), N 2015

; Georgios 1. Zekos Demolishing State’ s Sole Power over Sovereignty and Territory via Electronic Technology

Jurisdiction in Cyberspace: A Theory of

International Spaces 4 Michigan Telecommunications and Technology Law Review 79-83 ( 19974998) .

208



“« ”»

113 ”
(1) 1 (2) .2
( continuous and systematic) . ( give
rise to the liabilities sued on) ;
( single or isolated) . ( suits unrelated to that activity)
30
[e]
77@
o
o (1)
Al 1 ( 2)
N 1 (3)
: (4)
1. 2
(2) - (2)
® . S b 2004 577 .
80  See Inil Shoe Co. v. State of Wash. Office of Unemployment Comp. & Placement 326 U.S. 310 317319 (1945).
1) *H- K b 2003 92

209



2019 6

()
1. ~
) ’ 2
~ ° 2 °
1 2
@ 1
2 °
1 2
2 3 « » 1
2.

210



“« 2» “« »”

o ( ( ) 286

”@

®

( Peer to Peer P2P) o
P2P

p2p

3] . K : b 2016
322 .

) See Assaf Jacob & Zoe Argento To Cache or Not to Cache—That Is the Question; P2P “System Caching”—The Copyright
Dilemma 31 Whittier Law Review 425427 (2010) .

211



2019 6

Y Y O@
» : o@
o@ “ »
“ ” 2005 5 11 N (
“ M« ) 2010 8
. \ ( “ M)«
» “ 7
Web2.0 “ ”
(43 ”?
® B¢ > 2016 1624163
® (2015) 1909 .
@ . K4 ), . 2016 500 . 4
p, ¢ 14 ) 2008 257

212



”»
”»
113 ”»
(4 2 [3 K [4
‘“ ”» 113 ”»
« ”»
“@ »” 268
”» 13 ”
]
;
3 10
[13 »
® (2015)
845 o
g@ : << “ »
@ K )
@ «
®@ « 72005

)

(

108

“«

Ko ’
,®
L@
. [3 ’
1
[ » (43 »
” & »
o
(43 3 ’”
»
“@ » [13 » 13
3
43
1753 :

Y« 2016 10
Y« $2016 18
»2016 18 .

2015 341 .

[13
[
”
o
13 »
43
“
e
”
3
» [ +
(2015)

G

K4

213

»



2019 6

()
1.
2
”» <<
<< >>) &«
()) 16
2.
2011 3
N (
@ G
@ ¢ ),
® :«

214

b

1
2))

»

113

)

n@

n@

6 13
i

o 2013 9

o 2016

- )
"

( »2013
2015

10
85

2015 11

113

7 (

¢ 1)
2 19

)
. €



=)
%/

[13

»

113

» 285

(

2)

(

1)

€

»

€

”

“«

13

14

962

215



“«

@

216

:«
S

B4

S
L

K

)

bi

)y«
)

”

”@
)
(13
N
4 2017 3

2009 45

92006 5
2013 1 .
p, 2016
Yy« 92017 1

31

”

”@

€



21

{

) )

(

)

AY / Al o
. 287 /
«
”» @
14 ’” “
]
7’@
H o
13 Y«
I.
13 ”»
Y A
« »”»
(14 ” ‘“ ”»
@
8] S ) 2014
& K o120 1988 194
® e no23 ) « C ) (
31363137 .
) . J S : . . )
G) See Renato Mariotti Cyberspace in Three Dimensions 55 Syracuse Law Review 273274 (2005) .
]

See Lawrence Lessig The Law of the Horse: What Cyberlaw Might Teach 113 Harvard Law Review 505-506 ( 1999) .

286
287

2002

1999

825

217



2019 6

“« ”

€« ”»

13 ”

®

) . - K : ) )
2014 6374
60 See Susanna Bagdasarova Brave New World: Challenges in International Cybersecurity Strategy and the Need for Centeralized
Governance 119 Penn State Law Review 10124016 1031 (2015) .
() . S : ) 2012 34.40-50.
349374 .

218



@

”
o

63
()
@ i«
)
@“
® : (

77@

S

219



2019 6
60 “« ” “« ”
143
” @ “« ’” . « 3 )
[ ’” ( ) 14 3 ) 3 )
’e, ‘P2P
O”@ “
” ” 32 “« ”
( Transportation Network Providers TNPs)
@ o
“A B” @ “ ” R “«
.«
”@
metaphor metaphore metafore
metaphora metapherein . meta “ ~ ( over/across) 7
pherein “ N ( to carry/bear) ” o metapherein
“ N N ( transfer/carry over/change/alter) ” @
“oé
(e}
R ’ 20 ” @
H
(@ S b ( )2010 5
5) (2016) 01 592 .
® K )« )2017 1.
69 Assaf Jacob & Zoe Argento supra note 34 453.
@  See Illinois Transportation Trade Association v. City of Chicago 839 F.3d 594 597-598 (2016) .
@ “r pr e
L ¢ ) 2004
2930
@ K : )y« »2004 9
@ http: //www. dictionary. com/browse / metaphor 12017 3 27
@ . K¢ ) 2014 518

220



« 26

o
« ” “ ” “ ’” @ ” “
° N N N \IP
” « ”» « ”»
N N o
“
o
. ”
(meanlng) Ie) @
« ”» «
o
”» I3 ”
¢ ) 363 o
113 ”» [43 ”»
o o
o
« )
[} [}
“ / ”@O “
o
o
”
@ .
o Al Al
« ”
> @
o
113
o Al
’”
Al o @
113 ”@
o
(13 ” [13
o Y
® @ : 8 .

@ David Gurnham Law’ s Metaphors: Introduction 43 Journal of Law and Society 1 (2016) .

@ Jonathan K. Van Patten Metaphors and Persuasion 58 South Dakota Law Review 318 (2013) .
® S )« »2015 1 .

@ Jonathan K. Van Patten supra note 77 295.

@80 Jonathan K ¢ Van Patten supra note 77 295299 318.

i) S ) € )2016 4 .

® e )y« 2015 2 .

221



2019 6

” “« ”»
« ” 13 3 ’
”@o
« ) ( ) .
o ° ( )
( ) o
()
. ( )
( ) Al o
“ ” 13
[e}
”@o ( )
° ( )
“
780
“ ”
o o
8 « b 2012 4
& S ) 2003 133
@ Mark A. Lemley Place and Cyberspace 91 California Law Review 542 ( 2003) .
© . « b . S )2015
1| 6 ) 2016 144

222



[13 ”

Abstract: Social space can shape legal facts and legal concepts. The social nature of
cyberspace allows the emergence and generation of cybercrime facts and cybercrime concepts.
Cybercrime is a crime relating computer as the object of a crime the subject of a crime and a
criminal instrumentality. Cybercrime is not alienation but the evolution of the traditional crime
in real space. Due to the virtuality platform intelligence and replicability of cyberspace the
jurisdiction of criminal law is challenged; the subject of the criminal behavior is turned; the
structure of the criminal behavior is reorganized; and the sentencing benchmarks are changed.
In view of this case criminal law should be equally important in terms of legislative skills and
interpretation. In terms of the judiciary not only should the nature of the network be
understood but also the facts of cases must be taken seriously. Metaphor is both an analysis
method of facts of cases and an interpretation thought of legal concepts. By translating
unfamiliar online things into familiar offline things metaphor brings facts of cases closer to
rules. And by releasing the metaphorical meanings of online things of legal concepts

metaphor brings rules closer to facts of cases.
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